PROOF OF LIFE (PoL) DOCUMENT

PLEASE READ THIS CAREFULLY

· This is an essential tool related to your security. The Proof of Life (PoL) document can be used to demonstrate to MSF that you are who people say you are in certain serious security incidents such as abductions or kidnappings.
· In this document you are giving us the questions we might need to ask you to answer in order to confirm your identity to us and to prevent anybody from impersonating you. We ask you to write some questions to which only you or those very close to you know the answer, and we also ask you to provide the answers. 

· For the same purpose, we ask you to give a sample of your handwriting in this document.
· Furthermore, please indicate two persons who would be contacted by MSF in case of emergency. Note: according to the new Data Protection Law requirements (GDPR), these contacts need to give their written consent in a separate document provided to you (see document “Emergency Contacts”).

· The information you provide will only be used by a Crisis Management Team and MSF guarantees that it will be managed in accordance with Data Protection Law requirements, maintaining absolute confidentiality.

INSTRUCTIONS FOR PoL QUESTIONS
· Focus on experiences or events that have happened more than 12 months ago.
· Avoid sensitive subjects, like religion.

· Don't ask questions about negative things like "how did my dog die?"

· Make them easy to remember. Avoid questions about numbers or dates because they are difficult to remember in stressful situations.

· Ask questions to which the answer is not going to change.

· Try to keep your questions clear and simple to be understood and transmitted. Remember, it may not be conveyed in good English and might therefore need translation. 

· Try to make the answers short – one or two words only.

· Answers should not imply wealth. Question: “Where did you stay on your honeymoon?”  Answer: “The Hilton Hotel Madrid”, may not work in your favour in certain circumstances.

· Avoid questions that are easy to guess, like “what is your wife’s favourite colour?” or “are you married?”

· Don’t use things easily researched on the internet, like “what colour is the cathedral in Barcelona?”

· Avoid questions requiring a Yes or No answer such as “do you have a brother?” as it implies a 50% chance of getting it right.

· Avoid names of close relatives, this can be easy to find.

SOME EXAMPLES OF SUITABLE PoL QUESTIONS

· Where did I learn riding a bike? 

· Where did I go sailing for the first time? 

· What was the name of my favourite toy when I was a kid?

Who was my best friend at school? (alternative: at university, at kindergarten,…)SOCIAL MEDIA ACCESS

Your safety, in case of a critical incident, might require blocking access to your social media to avoid leaks of personal information about you or use of your accounts by kidnappers to convey false information or apply pressure on your family and friends. We advise everybody to identify a close person who, in exceptional circumstances, can have access to your accounts and block it. You can define the best way to do it and you can ask us if you need any advice.

We ask you the name and contacts of the person who has been instructed by you do this on your behalf and under MSF request. PLEASE COMPLETE THE DOCUMENT AS EXPLAINED BELOW:

· Write in your computer all the information requested and print it to complete the handwriting sample

· Scan the document, save and name it following this rule: SURNAME_Name_POL_year (SMITH_Karim_POL_2019)

· Send the scanned document as soon as possible to the following email: 
departures-vienna@vienna.msf.org (for AT, HU, SL, HR, RO residents) or 

expat-support.prg@prague.msf.org (for CZ & SK residents)

In case of any questions, please don’t hesitate to contact us via the email address above!
VERY IMPORTANT:  

· Delete the document from the sent mails of your e-mail account.

· Do not keep any copy on your Smartphone, laptop, tablet or in the cloud (Drive or other) or in paper version
· We need to be sure that the copy of your document is ONLY available at MSF – and kept there safely. 

Note: MSF Austria section (AT, CZ, HR, HU, RO, SK, SL), as your responsible office, asks you to have the PoL Document updated (to update in case the last PoL is older than 1 year), to assure the access in case of need.

Please be aware that the OC you are sent on mission with might ask you again to fill the PoL Document, their format might vary, even though the purpose is the same.
MSF Proof of Life (PoL) Document
	Date
	

	First Name + Family Name
	

	Nationality/Country of citizenship
	

	Status
	Expatriate □   HQ □


Contact details of relatives / friends who should be first contacted in case of abduction:

	Name
	Relation to you
	Country/City
	Phone #
	Email

	
	
	
	
	

	
	
	
	
	


PoL Questions:

 → please read the instructions in the information sheet
 → Q = Question // R = Response
	Q1


	

	R1


	

	Q2


	

	R2


	

	Q3


	

	R3


	

	Q4


	

	R4


	

	Q5

	

	R5


	


List of social media membership:
	Facebook □
	Twitter □
	LinkedIn □
	Google + □
	Instagram □
	Other □


	In case of need: Who has access on your memberships (username password) ? (Name)
(Note: ideally, this person is one of your emergency contacts)
	


HAND WRITING SAMPLE:

 Please, copy the text below

“My cat is very nice and my uncle does very nice cakes”


Once you have filled this document, save it under " SURNAME_Name_POL_year" and send it as soon as possible to the following email: departures-vienna@vienna.msf.org (for AT, HU, SL, HR, RO residents) or expat-support.prg@prague.msf.org (for CZ & SK residents).
